Jyoti Nivas College
Autonomous
Post Graduate Centre

R G,
0\3 /.

A &
3 -
»

¢

Tech on Tap

%

K

E-Journal - Department of MCA

Issue:4 November 2016




CONTENTS

SerialNo | Topic Name El‘gge
1 C-RAN- AMALA JACOB 4
5 LI-FI INTERNET- ANSHU KUMARI 6
3 DRONES USING LTE NETWORKSASHA V 8
4 OPTICAL NETWORKING CHITRAM.S 10
5 NETWORK ADDRESS TRANSLATIONDEASI D.A 12
AMBIENT BACKSCATTER TECHNOLOGY
6 - H.SRINAVYA.B 14
7 CYBER SECURITYi JANUKA CHHETRI 16
8 AD HOC NETWORKING¢KAVYA SURESH 18
9 NETWORK SIMPLIFICATIONKAVYASHREE 20
10 MULTI NODE WIRELESS ENERGYNEETU KUMARI 2
11 RELIANCE JIO 4G KUMARI POONAM o
12 LIFENET- LAVANYA.M %6
13 5G NETWORKLOKESHWARI.V 8
INTERNET GROUP MANAGEMENT PROTOCOIKMARY RESHMA

14 JENNIFER.J 30
15 SOFTWARE DEFINED NETWORKMAYA A.U 3
16 INTERNET PROTOCOL ADDRESSIETRAVATHI.M 24
17 OPEN SHORTEST PATH FIRSNIKITHA.J %6




e POINT TO POINT PROTOCOIG.PRIYADHARSHINI o
19 SECURED SOCKET LAYERSRAKSHA 40
CONGESTION CONTROOL IN INTERNET RANJITHA
20 42
21 INTERNET CONTROLMESSAGE PROTOCO4L{ROOPA M.S a4
22 GREEN NETWORKINGE SANTOSINI DAS 46
DYNAMIC HOST CONFIGURATION PROTOCOL
24 - SEEMA DABADI 48
o5 SMARTEEFI WEFI SMART POWER STRIR SHINY.D 49
26 THE INTERNET OF THINGSSHINY ELIZABETH 51
27 IPv6-SOUMYA P.H 53
o8 SNMP PROTOCOLSUREKHA.V 55
29 CIDRTT.MARY CHROSINE 57
30 DAKNET- KADKOL SAI JYOTHI 59
31 ADDRESS RESOLUTIONPROTOCOLANGEL CHRISTINA 61
32 CLOUD COMPUTING;J.MEGHA RANI 63
23 ROUTING INFORMATION PROTOCOKKARIMA.S 65
WINDOWS SERVER ADMINISTRATIONNANCY  ESTHER
34 DEVAKUMAR 67
35 FOG COMPUTINGVINOLIYA GRACE.E 20
36 BORDER GATEWAY PROTOCO{ASMA FARHEEN 72
37 PACKET SNIFFERBABITHA.K 74
38 BANDWIDTH IN COMPUTER NETWORKSSHELOMITH 76
39 INTERNET TELEPHONY POLICY IN INDIASHWETHA T.G 78




CLOUD RADIO ACCESS SPECIFIER(C-RAN)

AMALA JACOB(15MCAO1)

The Cloud Radio Access Network-[&ANSs), also known as the Centralized Radio Access Network,
is one of the wireless i Thd teshmhology Gssforedasiet] toebs the t
foundation of the fwre wireless industries infrastructure$he purpose of this article is to briefly
describe how the radio access network technologies have evolved to the cloud, and to discuss sg
of its advantages and challenges.

The early radio access networks utdizea staneblone, proprietary base station (BTS) that was
housed in a shelter at the base of the radio antenna toliwer.shelter also housed rectifiers, battery
backups systems, back haul links, HVAC, and other power intensive equipriidet. BTS was
connected to the antennas located on the top of a tower otoofia copper cable A major
problem with this design was the radio signal loss in the cable as well as radio interference frof
other close radio antennas.

The next step in this evolution waisseparate the radio processing equipment, also called the remote

radio head (RRH), from the digital processing equipment which is called the baseband unit

(BBU). Both of these units were previously integrated into the BTe RRH was moved nearer

the antenna and connected to the BBU via fiber optic caliies advance enabled moving much of
the radio intelligence to the edge of the netwolkalso reduced interference from other cell sites,
helped with passive intenodulation and cable loss probkrmand enabled the operator to locate the
BBU several kilometers from the antennaSor example, an LTE network can support RRHs up to
20 kiometers from the BBUOnNe can imagine how these advances can enable operators to reducs
the costs of deployment céroperations.

Separating the RRH and BBU enables the operator to move the BBU to a centralized lodason.
centralized office location is often referred to as a BBU hofdle next step in the evolution
introduces using generic computing platformsrdplace special proprietary processors that were
performing the BBU functions.Once this is accomplished, this general purpose server farm can be
linked to create a virtual computing cloudn short, BBU functionality is moved to the virtual
computing abud. A major technical beneft of this development is the 1:1 ratio between RRH to
BBU can be expanded giving the operator the abiity to manage the same number of cell sites wit
less computing hardware.
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Benefits of GRAN

Benefts to implementing ®RAN are many including the abiity to pool resources, reuse
infrastructure, simplify network operations and management, support multiple technologies, reduc
energy consumption, lower capital expenditures and lower operatingudétxpes. Additionally,
the network becomes more heterogeneous and self organ@inge implemented the-BAN will

provide other benefits ke easier and faster network deployments and increased network fiexibilityl.

Introducing GRAN requires very lowatencies between the RRH and BBU pool, or what is caled
the fronthaul. These low latencies typically wil require fiber linksThis can be a chalenge to an
operator that d o e s it aldo refuies sophisticdied rsoftware terobnsects i t
all of the BBUs in the server farm as well as manage the complexity of functions in the virtual cloud
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ANSHU KUMARI (15MCA02)

Li-Fi is short for 'light fidelity,’ and performs with lightning speeédented by Professoarald
Haasfrom the University of EdinburghThe inventor of LiFi, Professor Harald Haas from the
University of Edinburgh, has previously claimed that in the future every LED lightoulb could be
used as an ultrfast alternative to \WFi. In a TED talk describing the technology, Haas said that
current infrastructure was suitable for the integration -gfiLLi-Fi technology is a grountireaking
light-based communication technology, which makes use of light waves instead of raatdotggh

to delver datali-Fi is a wireless technology similar to \Wi that allows data to be sent at high
speeds using visible light communication (VLTje visible light spectrum is plentiful, free and
unlicensed, mitigating the radio frequency spectromnch effect. It works on the frequencies
generated by an LED bulb.

Li-Fi has hit speeds of more than 200 Gbps in the lab, fast enough to ‘download \tile reqaf 23
DVDs in one secondSuat Topsufounder and head of Oledcomm, t@P. 'Li-Fi alows speeds

that are 100 times faster than-K which uses radio waves to transmit dai@psu said. This
technology emerged from the laboratories in 2015 to be tested in everyday settings in Franc
including museums and shoppingalls. It hasbeen tested in Belgium, Estonia and Indiamalysts

have predicted that interrebnnected devices wil soar to 50 million in just four years, and the short
supply of radio waves used for Wi wil become crowdedLi-Fi technology wil in future enable
faster, more reliable internet connections, even when the demand for data usage has outgrown
available supply from existing technologies such as 4G, LTE arBiWt will not replace these
technologies, but wil work seamlessly alongside th&martphoas wil soon be able to download
trafic information from trafic lights or a program guide from a television. This is the tip of the
iceberg. In the future, shopsilwiransmit advertisements to our phone as pess by and bus
schedule changes wil be mamitted to a screen at the stop. Smarter home appliances that talk
machineto-machine (M2M) are already being extensively researched, where LED lghts on
electronics function as ki access points. In fact, the-Ei industry is set to become a $6 bitio
industry by 2018

Benefits of Li-Fi
The key benefits are:

Enhanced wireless infrastructures by pro
The avoidance of the radio frequency spectrum crunch (10,000 times more capacity);
Enabling very high peak data rates (10 Gbps)

The enabling of the Internetf-Things (100 times more devices)

Significantly enhanced secure wireless communication (reduced interception of signals)
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1 Enhanced energgfficiency by combining data communicatiomdaillumination (100 times
energy reduction)
I Complete elimination of health concerns

Applications of Li-Fi

Security

Dense urban environments
Cellular communication
EMI sensitive environments
Underwater communication
Sensitive data
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DRONES USING LTE NETWORKS

ASHA V(15MCA03)

Introduction

Drones are more formally known as unmanned aerial vehicles (LEsgentially, a drone
is a fiying robot The aircraft may beemotely controlled or can fly autonomously through software

controlled fight plans in theiembedded systemsorking in conjunction withGPS UAVs have

most often been associated with the military but they are also used for search and rescug,

surveillance, trafic monitoring, weather monitoringdafire fighting, among other things.

We can imagine we are at a concert watching our favourite band, and out of the corner of oyr
eye we notice a tethered drone hovering neafrhb
band.1 t 6 s t e mpdmg enhanckdyLTEpwireless coverage at the packed venue so we, along

with thousands of others in attendance, can simultaneously send photos and videos to share the

moment.

.
i

A Flying Drone

Connecting drones to our natonwide LTE network lets usuoaptata and feed it directly to our

systems. In turn, this can allow us to make changes to our network in real time.



http://searchcio-midmarket.techtarget.com/definition/robot
http://searchenterpriselinux.techtarget.com/definition/embedded-system
http://searchmobilecomputing.techtarget.com/definition/Global-Positioning-System

LTE stands for Long Term Evolutioand is a registered trademark owned

by ETSI (European Telecommunications Standards Institute) for the wireless data communication

technology and a development of the GSM/UMTS standards. However, other nations and companig¢s

do play an active role in the LTE project. The goal of LTE was toaserdhe capacity and speed of
wireless data networks using né&%P(digital signal processing) techniques and modulations that
were developed around then of the millenniumBy using drones to insp
to conduct inspections more quickly and safehand even access parts of a tower that a human
simply coud not We anticipate this wi || all owe hys t

enhancing our cell sites faster than ever before.

Applications

Possible uses include Flying COWSs (Cell on Wings) providing LTE coverage at large events or even

rapid disaster responsé\ Flying COW may even be able to provide coverage when a vebicle

unable to drive to a designated area.

192)
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I n addition to how wedre usi ngloTdeam,fed by Chris e h h

Penrose, is developing solutions for our customéfte 6 r e r e s e afight [Miomegcanlusew |
our LTE network to sehlarge amounts of data in remhe. This capabiity may beneft areas such

as insurance, farming, facility and asset inspections, and even delvery service companies.

Future Drone Development & Drones Technology

What has also helped is that large tech companies such as Facebook and Amazon have experimer
with wvarious drone us es Prim& fmiadranedo deiger padkagasntd n g
customer s. Facebook ogpsvidd interretd conheotionsl $oepeoplehire far U A

flung places



https://en.wikipedia.org/wiki/ETSI
https://en.wikipedia.org/wiki/Digital_signal_processing
http://www.futuretechmagazine.net/2015/12/check-out-the-new-amazon-prime-air-drone/
http://www.theguardian.com/technology/2015/jul/31/facebook-finishes-aquila-solar-powered-internet-drone-with-span-of-a-boeing-737
http://www.theguardian.com/technology/2015/jul/31/facebook-finishes-aquila-solar-powered-internet-drone-with-span-of-a-boeing-737

OPTICAL NETWORKING

CHITHRA.M.S(15MCA04)

Optical networking is a means of communication that uses signals encoded onto light to transmif
information among various nodes of a telecommunications network. It is a foroptioal
communicationthat reles on optical amplifierslasersor LEDs and wave division multiplexing
(WDM) to transmit large quantties of data, generally acfibss optic cables

Optical networking uses thin glass or plastic optical fiber to transmit informatithe form of light
pulses. Itis far more reliable and offers greater transmission capacity than conventio nalwaegpper
networks.

Mesh/Ring
OTN Based Network |

g
44 - o
- Aaass e
Data Center /ﬂ /m

a0 0
ACCESS METRO METRO CORE/Regional

SONET and Synchronous Digital Hierarchy (SDH) are the most common optical transport protoco
standards used in optical wetrking. They both meet the needs of traditional voice traffic, where all
trafic is highpriority and patterns are generally predictablexremely demanding enterprise
networking solutions can use Dense Wavelemjthision Multiplexing (DWDM) platforms. These
deliver highspeed Ethernet connectivity and carrier interconnect, in addition to managed Storagg
Area Network (SAN) extension services. DWDM typically supports al poipoint and ring
topologies, along with a variety of transmission distancEransparent and protododlepende nt,
DWDM can carry SONET, SDH, storage protocols, data, and video.

One recent optical networking innovation is the Cisco Reconfigurable Optical Add/Drop
Multiplexer (ROADM). It delivers uninterrupted higgpeed, higitgpacity services to customers on
meshed and multing networks. A ROADM can be configured remotely to add or drop capacity at
each network node, so capacity can be managed as needed.

Optical Networking is definitely the future of data communication. Theoletion of fiber optic

communication has been driven by advancement in technology and increased demand for fiber opyi
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https://en.wikipedia.org/wiki/Optical_communication
https://en.wikipedia.org/wiki/Optical_communication
https://en.wikipedia.org/wiki/Laser
https://en.wikipedia.org/wiki/Light-emitting_diode
https://en.wikipedia.org/wiki/Fiber_optic_cable

communication. Itis expected to continue into the future, with the development of new and more
advanced communication technology

The Optical Networkingindustry is an ever evolving one, the growth experienced by the industry
has been enormous this past decade. There is stil much work to be done to support the need for
faster data rates, advanced switching techniques and more inteliggvork architectures that can
automatically change dynamically in response to trafic patterns and at the same time be cost
eficient. The trend is expected to continue in the future as breakthroughs already attained in the
laboratory wil be extendedotpractical deployment thereby leading to a new generation in fiber
optics communications.
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NETWORKADDRESS TRANSLATION
DESAI .D.A(15MCAO05)

A Network AddressTranslation or network Address Translator (NAT) is the virtualization of
internet Protocol (IP) addresses. NAT helps improve security and decrease the number of IP §
organization needs. NAT is the process where a network device, usualy a frewgtis assublic
address to a computer or group of computers inside a private network.

The main use of NAT is to limit the number of public IP addresses an organization or company mus
use , for both economy and security purposes.

Outgoing NAT Router

-
l Incoming ‘/\‘\\

Local
Area
Network

Outgoing

(LT

Network Address Translath helps improve security by reusing IP addresses. The NAT router
translates trafic coming into and leaving the private network.

Computer networking links together computers, information and resources through various
hardware.

NAT gateways sit betweetwo networks the inside network and outside network. Systems on the

inside network are typically assigned IP addresses that cannot be routed to external networks.

Example network in the 10.0.0.0/8 block.

A few externally valid IP addresses are assigtethe gateway. The gateway makes outbound traffic

from an inside system appear to be coming from one of the vald external addresses. It take

incoming trafic aimed at a vald external address and sends it to the correct internal system. Th
helps engre security, since each outgoing orincoming request must go through a translation proceg
that also offers the opportunity to qualfy or authenticate incoming streams and match them t
outgoing request.

NAT Overloadingr Port Address Translation (PAT) is a modified form of dynaibwhere the
number of inside local addresses is greater than the number of inside global addresses. Mostly]
there is just a single inside global IP address providing Internet accesmgidelhosts.

It enables private IRetworks that use unregistered IBddressedo connect to the InternetNAT
operates on a router, usually connecting twetworks together, and translates the private (not
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globally unique)addressesin the internal network into legaladdresses before packets are
forwarded to anothernetwork

Different types of NATi
1. Static NAT

2. Dynamic NAT and
3. PAT

Static NAT (Network Address Translationptatic NAT (Network Address Translation) is-tine

one mapping of a prate IP address to a public IP address. Static NAT (Network Address
Translation) is useful when a network device inside a private network needs to be accessible fron
internet.

Dynamic NAT (Network Address Translationpynamic NAT can be defined as mappafica

private IP address to a public IP address from a group of public IP addresses called as NAT popl.

Dynamic NAT establishes a etaeone mapping between a private IP address to a public IP address.
Here the public IP address is taken from the podPohddresses configured on the end NAT router.
The public to private mapping may vary based on the available public IP address in NAT pool.

PAT (Port Address TranslationPort Address Translation (PAT) is another type of dynamic NAT
which can map multile to a single public IP private IP address by using a technology known as
Port Address Translation.

Advantages of NAT

A  The main advantage of NohnDOfIRvéaddrdsses. it can pr

A  NAT (Network Addr ess diioaah laykraof seaurity) by nwaking the r o v i
original source and destination addresses hidden.

A  NAT (Network Address Translation) provides
Internet.

A  NAT (Network Addr ess Trna prigatedRv4 asldiessingasystemargl | o
prevent the internal address changes if you change the service provider.

Disadvantages of NAT

A NAT (Network Address Translation) is a prjoc

since NAT (Network Addresgranslation) need to translate IPv4 address for all incoming and
outgoing IPv4 datagrams and to keeptianslation detais in memory.

13




AMBIENT BACKSCATTER TECHNOLOGY
H.SRINAVYA.B (15MCAO06)

Small computing devices are increasingly embedded in obpats environments such as

thermostats, books, furniture and even implantable medical devices. A key issue is how to power

these devices as they become smaller and numerous. Wires are often feasible and batteries
weight, bulk, cost require recharging replacement that adds maintenance at large scales.

A new system of wireless communication allows devices to interact and send data from one to

add

another without having any source of power. The system is based on the new ambient backscatter

which practically harvests all the existihng signals in the air and converts them into power for
communication devices.

The new communication technique call ed @A Ambji

celular transmissions that already surround us around the. dleaik devices communicate with
each other by reflecting the existing signals to exchange the information. Battery free devices wit
antennas that can detect, harness and reflect a TV signal, which then is picked up by other simil
devices.

Antenna
RF Harvesting & Indicator
SN S——
Power Management LEDs
. Digital User
Receiver gite v—
Logic Buttons

:Transmitter °
PO\ - .
: : .

47 .....

The tranmitter, receiver, and the harvester are all connected to a single antenna and use the sa
RF signals. The transmitter and receiver communicate by backscattering the ambient signals. Tk
harvester collects energy from ambient signals and uses it to prtbedemal amount of power
required for communication and to operate the sensors and the digital logic unit.
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3 Keys d Ambient Backscatter.

T

T

1 Ambient backscatter provides devitedevice communication.
Applications :
1 The frst application is a bus passttisan also transfer money to other cards anywhere, at

Advantages:

= —a —a 9

It takes advantages of existing RF signals so it does not require the development of-a specid
purpose powenfrastructure.

It has a very small environmental footprint because no additonal energy is consumed beyond

that which is already in the air.

any time. When a user swipes the touch sensor in the presence of another card, it transm

the current balance stored in the microcontroller and confirms the transaction by flashing the

LED.
The seconds grocery store application where an item tag can tell when an item placed in a
wrong shelf. We ask 10 tags to verify that they do not contain a misplaced tag and flash th
LED when they do.

Future Application: Smart sensors could be buit and placedgpently inside nearly any
structure, then set to communicate with each other. For example, sensors placed in a bridg
could monitor the health of the concrete and steel, then send an alert if one of the senso
picks up a hairline crack. The technologyncalso be used for communication text
messages and emais, for example: in wearable devices, without requiring battery
consumption.

No additional battery or power outlet required.
Function anywhere and with no maintenance.
No pollution.

Compact in size.

Can be used for Home monitoring: The tech could also be used to alow smartphones to send

text messages even if their battery is dead or to tag various items such as keys, wallet
phone to transmit their location if they are lost.

Design avoids the expensive process of generating radio waves.

Devices communicate by bescattering ambient RF signals.

15

L

ts

19}

je
I'S




CYBER SECURITY
JANUKA CHHETRI (15MCAOQ7)

Today we all live in the world where INTERNET and TECHNOLOGY is the source of everything.
We love to get connected to each other by social networks. We love to shop through our credit &
debit cards. Even, we do exchange security informations online. &tforma are always vulnerable
and can be hacked or stolen. The only secure computer is the one which no one can use. Everythjng
about us has become digital nhow. Passwords that we choose lke DOB, Pets names are not strong
passwords actualy because HAERS know us what we think after all we all are humans and
humans are predictable. Hacks are happening almost everyday; power plants, a movie not released
because S.Korea was upset, hospitals shutdown as their data were encrypted by someone.

So the questions: How safe are we?

The term Cyber Security was introduced in the year 1988, as a result of a malicious wormj,
the worlds first ever pc virus that infected 60000 pcs all over the world connected to internet angd
resulted in slowing down the processingmgo. Cyber Security was then implemented to secure the
network from being attacked by unknown. Cyber security proffesionals are being appointed by th
government bodies. Their goal is to find and stop any security flaws present in the network. The
were &0 known as White Hat.

117
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Hackers: White Hat Vs Grey Hat Vs Black Hat

Cyber Security professionals are knownVdste hat. They are the ones who protect our network.
These peoples hacks into a system to tighten its security. They are also caled Ethieab. Hemk
who they protect us rom? Who are theathical hackers? We trust on the Government to protect
our information & credentials from being theft but what if our personal informations are being
hacked by our own Government?

Black Hat: People who hashe sole motive to hack any systems just to access any private
information may be of any persons or be it any governmental organizations.Grey Hat:
These are the ones who does the violations of dglagrbut do not have intentions like the black
hat ha&ers. Their motive is expose the misdeed of others ABRnymous.

Few ReatWorld Cases of Cyber Crime:

Govemment Hacks:

1) After the tragic 9/11, USA Government & Apple jointly took an operation which spied on
every citizen of USA revealed by Edward Snowd@\YBER SPYING)

2) USA & Israel had a joint operation where they created a complex program that hacked intg
the computers controling the speed of centrifusion that resulted in slow nuclear research ¢
Iran.

—h
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Social Engineering:

It is one of the most important aspects of hacking taking advantage of that HUMAN element
It doesnodt matter how harden your system
software you have on your system, there always going to be a HUMAN whags tgdnave
al l of these access. Ex: Any person can |i
know that they are only inviting you to hack into their systems.

Few Security Measures:

1: Strong passwords= alphanumeric along with special chars.
2: Erable 2step verification for online accounts.
3: Connecting to HOTSPOT be sure you know what you are connecting to.

4: Avoid sharing information such as pics, contacts as these can be shared with anyone
connected with your network.

Even the microphan and webcam of laptop can also be accessed by anyone.

17




AD HOC NETWORKING

KAVYA SURESH(15MCAO08)

A wireless ad hoc network WANET) is a decentralized type of wirelesgtwork The network is
ad hocbecause it does not rely on a{aasting infrastructure, such as routers in wiredworksor
access points in managed (infrastructure) wirelessvorks

Introduction: -

1
1
1

Wireless adhoc networks can be further classified by their application: -

T

Advantages and Limitations:

= —a -8 _a_9

A wireless aehoc network, also known as IBS$hdependent Basic Service Set
It is a computer network in which the communication links are wireless.

The network is athoc because each node is wiling to forward data for other nodes, and so
the determinatin of which nodes forward data is made dynamically based on the network
connectivity.

Mobile Ad Hoc Networks (MANETS)

A mobile ad hoc network (MANET) is a continuousself configuring, infrastructurdess
network of mobile devices connected without wires.

Vehicular Ad Hoc Networks (VANETS)

VANETs are used for communication between vehicles and roadside equipment. Inteligen
vehicular ad hoc networks (INVANETS) are adiof artificial intelligence that helps vehicles
to behave in intelligent manners during vehtclevehicle colisions, accidents.

Smartphone Ad Hoc Networks (SPANS)

SPANSs leverage the existing hardware (primarily Bluetooth and=)Vin commercially
avalable smartphones to create pémipeer networks without relying on celular carrier
networks, wireless access points, or traditonal network infrastructure.

Intemet-Based Mobile Ad Hoc Networks (IMANETS)

IMANETs are ad hoc networks that link mobie nodes and fixed Intgaieivay nodes.
One implementation of this is Persistent System's Cloud Relay.

Military / Tactical MANETSs

Mitary/Tactical MANETSs are used by military units with emphasis on security, rande, an
integration with existing systems

Separation from central network administration.
Selfconfiguring nodes are also routers.
Selfhealing through continuous -mnfiguration.
Scalability incorporates the addition of more made
Omultiple wireless devices.

18
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Flexible ad hoc can be temporarily setup at any time, in any place.
Lower gettingstarted costs due to decentralized administration.

The nodes in ad hoc network need not rely on any hardware and software. So, it can b
connected and communicated quickly.

=) =) ==

Limitations

1 Security. Wi-Fi devicesin ad hoc mode offer minimal security against unwanted incoming
connectims.

For example, ad hoc devices candsiable SSID broadcalite infrastructure
mode devices can. Attackers generally wil have little difficulty connecting to you
ad hoc device if they get within signal range.

1 Signal strength monitoring. The normal operating system software indications seen whej
connected in infrastructure mode are unavailable in ad hoc mode.

1 Speed. Ad hoc mode often runs slower thaimastructure mode Specifically, WiFi
networking standards Ik&02.11¢ require only that ad hoc mod®mmunication supports
11 Mbpsconnection speeds: VWi devices supporting 54 Mbps or higher in infrastructure
mode wil drop back to a maximum of 11 Mbps when changealdthoc mode

e

l Internet g
v vt <

An Ad Hoc Network
Conclusion: -

The rapid developments in the field of ad hoc networking allows the nodes to forati@aetig,
selforganizing and selidministering wireless network. Its intrinsic flexbility, lack of
infrastructure, ease of deployment, auto configuration, low ambipotential applications makes it

an essential part of future pervasive computing environments. This review aims to discover ad ha
network architecture, application, features and also mentions about various challenging issues a
provides the feasiblsolution based on new technology.
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http://compnetworking.about.com/od/wireless/tp/how-wifi-works_useful-facts-about-wireless.htm
http://compnetworking.about.com/cs/wirelessproducts/qt/disablessidcast.htm
http://compnetworking.about.com/cs/wireless/f/infrawireless.htm
http://compnetworking.about.com/cs/wireless80211/g/bldef_80211g.htm
http://compnetworking.about.com/library/glossary/bldef-kbps.htm
http://compnetworking.about.com/od/homenetworking/ig/Home-Network-Diagrams/Ad-Hoc-Network-Diagram.htm

NETWORKSIMPLIFICATION

KAVYASHREE.C(15MCAQ9)

Introduction

Network Simplification is possible with the help lotemet of Everything (IoE). The Internet of
Everything (IoE) is a concept that extends the Internet of ThilgE) €mphasis omachineto-
machine ¥2M) communications to describe a more complex system that also encompasses people
and processes. IoE is defined as 'the intelligent connection of people, pratasand things."
Because in the Internet of Things, all communications are between machines, IoT and M2M are
sometimes considered synonymous. The more expansive I0E concept includes, besides M2M
communications, machirie-people (M2P) and technologssiséd peopleo-people (P2P)
interactions. Network Simplification aims at simplifying our network and decreasing operational
costs.

Using an Architectural Approach to Strengthen Systems

Ever revisit a city after many years only to discover a new maze ofays@wOr, perhaps, a trio of
traffic lights in a town that only needed a stop sign before? Changes to transportation routes are
common as communities grow and traffic increases. The same is true for the Internet.

We have reached the point where network fiegtion is critical. And it is not because something
i's broken. I't is a natur al evolution odowhere he |[I
people, processes, data, and things come énieadvancing this trend.

Can existing systems meegrowing demands?
ul
W
2 20B CONNECTED DEVICES FUTURE

Everything /—
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This trend is set to continue for the immediate future as IOE increases device types (for exampls
low-powered sensors) and connection models (such as mesh networking).

137

Without simplification, systems wil become fragile and proneperating errors. Businesses will
find it dificult to adopt new services or create new processes. Their revenues could decline.
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While a clear definition of network complexity for an overall network architecture does not yet exist,
the Network Complexity Rsearch Groups working to provide one. Regardless of the definition,
we do not expect a single technology to bring simplicity and solve productivity problems. Instead
an architectural approach is the answer.

Network simplification is no easy matter:

Cisco Visual Networking Index (VNI) predicts 4.5bilion devices wil be connected by
2016.worldwide, machinéo>-machine (M2M) trafiic wil rise siold by the same year

Declining cost of devices and improved infrastructure technologies are two of thesréastms
explosion in devices and trafic. The increasing rate of IPv6 deployment and wireless and wire ling
networks is also critical for ubiquitous higipeed connectivity. This opens up enormous
opportunities for network carrier to create new revestneams, reusing their existing infrastructure
for new industries.

With the exponential growth in connected devices, the network must be simplified. This is especiall
true for service provider networks, which are becoming more complex to manage.

Reducing configuration errors will reduce network outages:

To support the varied devices and use cases, we need more sophisticated routers. This is resulting

more complex network configurations, which are responsible for alarge fraction of network outages.

At the 2010 European IP networks meeting (RIPE), 97% of network operators admitted to havin
experienced fAcatastrophic failure. o

Conclusion

I f this technique i's successful t hen itos
about alowing weerything to talkk about each other. Bringing everything onlivefact, network
simplification wil make the promises of IoE possible. And it wil lead to less downtime, better
customer care, and the delivery of entirely new services.
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MULTI -NODE WIRELESS ENERGY CHARGING IN SENSOR NETWORKS

NEETU KUMARI (15MCA10)

A (WSN) wireless sensor network is aireless network consisting of spatialy distributed
autonomous devices using sensors to monitor physical or environmental conditid/SN system
incorporates a gateway that provides wireless connectvity back to the wired world and distribute
nodes

Wireless  sensor network3VSN), sometimes  calledvireless sensor and actuator
networks (WSAN), are spatialy  distribute ddutonomoussensordo monitor physical — or
environmental conditions, such tsnperature sound pressure etc.

Gateway

4
o ¥

Sensor Node(s)
Figure : WSN Components, Gateway, and Distributed Nodes

Engineers have created/ireless Sensor Networkpplications for areas including health care,
utiities, and remote monitoring. In health care, wireless devices make less invasive patien
monitoring andhealth care possible. For utiities such as the electricity grid, streetlights, and watern
municipals, wireless sensors offer a loweist method for collecting system health data to reduce
energy usage and better manage resources. Remote monitoring ecoxgesrange of applications
where wireless systems can complement wired systems by reducing wiring costs and allowing ne
types of measurement applications. Remote monitoring applications include:

A Environmental monitoring of air, water, and soill

A Structurd monitoring for buildings and bridges

A Industrial machine monitoring

A Process monitoring

A Asset tracking

The main characteristics of a WSN

1 Power consumption constraints for nodes using batteriesengy harvesting
1 Abiity to cope with node faiuresrésilience
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Some mobiliy of nodes (for highly mobile nodes sEBVSNS)
Heterogeneity of nodes

Scalability to large scale of deployment

Ability to withstand harsh environmental conditions

Ease of use

Crosslayer design

=A =4 -4 -4 -4 A

Existing System

1 Kursetal. developed an enhanced technology that alows energy to be transferred to multip I¢
receiving nodes simultaneously.

1 Heet al. found that a receiver can only obtain about 1.5 mW powers when it is 30 cm away
from the RF transmitter, with about 1.5% enetnsfer efficiency.

1 Efficient energy transfer in the preliminary experiments by Kurset al. is still limited by
meterrange

\1%4

Wireless Charging for MuttiNode Using Wireless Charging VehieleWireless Charging Vehicle
(WCV) that wil periodically travding inside a WSN and charging sensor nodes wirelessly. The
two-dimensional plane is divided into hexagonal celular structure and based on charging range the
sensor nodes are charged. Folow a formal optimization framework by jointly optimizing travelling
path, flow routing, and charging time.

Wireless energy transfer based on magnetic resonant coupling is a promising technology to replenish
energy to a wireless sensor network (WSN). However, charging sensor nodes one at a time poses a
serious scalabilityproblem. Recent advances in magnetic resonant couplng show that multiple
nodes can be charged at the same time. In this article, we exploit this)adeltiwireless energy
transfer technology and investigate whether it is a scalable technology to afdnegsissues in a
WSN.

ReformulationLinearization Technique: Reformulatidnnearization Technique( RLT), develop a
provably neatoptimal solution for any desired level of accuraty.replace the nonlinear constraint,
need to add RLT constraints, whicéwre linear. The new linear constraints are generated by
muliplying existing linear constraints for variables.
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RELIANCE JIO 4G
KUMARI POONAM (15MCA12)

Before going to Reliance Jitg, let us try to understand how a 4g works. One of the most significant
factors that makes 4g better than predecessors is CDMA Code Diision Multiple Access (the way
of getting many signals to share frequencies by coding them) is replaced by a moeetefi
technology calledorthogonal frequency-division multiple access (OFDMA) which makes even
better use of the frequency spectrum.

Effectively, we can think of OFDMA as an evolution of the three older technologies, TDMA,
FDMA, and CDMA. With traditional FDMA, the available frequency spectrum is divided up into

parallel channels that can carry separate calls, but there stil has to be some separation between them
to stop them overlapping and interfering, and that means the overall band is used itgfficie nt

With OFDMA, signals are digitally coded, chopped into bits, and sent on separate sub channels fat
different frequencies. The coding is done in such a way that different signals are orthogonal (thely
are made 'independent” and "unrelated" to one anptBerthey can be overlapped much more
without causing interference, gwving better use of the spectrum (a considerable saving of bandwidtin)
and higher data access.

Jiois a Mumbaibased provider of 4G internet, mobile telephony, broadband services, dad digi
services in India. Formerly known as Infotel Broadband Services Limited, Jio provides 4G service
on a parindia level using LTE technologyThe telecom leg oReliance Industries Limitedit was
incorporated in 2007.

\"ZJ

Fig: Jio functionality.
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Jio owns spectrum in 80dHz and 1,800MHz bands in 10 and 6 circles respectively, of the total
22 circles in thecountry and also owns pdndia licensed BO0OMHz spectrum. The spectrum is
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vald till 2035.The sharing deal is for 80dHz band across seven circles other than the 10 circles
for which Jio already owns.

Consumers wil need to buy 4&habled handsets if they want to subscribe to the service. The
important point to note is that most 4G phones currently available offer only data on 4G & falback
on 2G /3G for voice delivery. But a VOLTE enabled phone wil allow voice calls through the data.

Consumers using Jio4G service wil be able to make voice cals on VOLTE (vaier LTE).
VOLTE works perfectly well and interconnection with other mobile operator netwérks.could

have benefits such dmwer battery usage, and voice over-Wito reduce costsas well as better
call quality.
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LI FENET

LAVANYA.M(15MCA13)

LifeNet is a WiFibased data communication solution designed for-@ieaster scenarios. Itis open
source software and designed to run on consumer devices such as laptogsh@meartand wireless
routers. LifeNet is an ad hoc networking platiorm over which criticaivaoé applications including
chat, voice messaging, MIS systems, etc. can be easily deployed. LifeNet can grow incrementall
is robust to node failures and enables Internet sharing. A novelpatliti adhoc routing protocol
present at its core, enablefeNet to achieve these features.

Problems In Existing Communication Techologies

The primary drawback of existing communication technologies such as celular networks, WiFi
networks, etc. is that reliability is not buitt into their design. They are designed and engineered to b
eficient; reliabilty and faultolerance are secondary. Relability is typically traded off for
"performance at optimal cost". Their designsmo#®olve into singlgoint faiure systems making
them wulnerable to disasters.

Figure 1 - Typical Cellular Network
Urtan zone

Ruamrgl zone

Figure 1is the schematic of a typical celular network. Various types of cellular networks that we
see today, such as GSM, CDMA, 3G, 4G, etc. all have a similar architecture. Mobie Switching
Centre (MSC), Base Station Controller (BSC), Base Transceitaiors (BTS) and cell phones are

the main blocks of the architecture. The wireless network is divided into a number of cells, eac
defined by a radio frequency (RF) radiation pattern from a respectve BTS antenna. Every ce
contains several cel phonesathdirecty communicate only to the BTS. The BSCs mediate the
communication between BTSs and MSC. MSC is the main node of the network, that connects
network under itself to outside networks (their respective MSCs) and handles all the required routin
and packetswitching. Since this architecture provides a clear functional hierarchy and optimal
communication, technologies have evolved over the years but this architecture has persisted.
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Figue 2: (a) - Typical WiFi  Network, (b) - WIiFi Router failure
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Although this functionality is useful, it does not have any routing capability.

LifeNet:solution
In scenarios such as communication in disaster relief, wireless sensor networks, etc. reliability of
connectivity is more important and bandwidth requiremeants not too stringent. It is critical to
establish a baseline wireless channel over which users can communicate and coordinate their on
field actvities. The communication soluton should be rapidly deployablepeetred, robust to
failures, locally matainable and extremely easy to use

Useof Commodity Hardware
For higher acceptance levels, a new technology should seamlessly plug into the existing technologies
around it. This holds true for both the technologies that the new technology consumes and the
technologies that consume the new technology-infmting tle wheel may sometimes seem an
ideal approach in theory, but it seldom works in practice. We understand this fact and have designed
LifeNet accordingly.

Application Layer 5(b)

D

Application Layer 5(a) Transport Layer

Network Layer

Transport Layer

New hardware
independent
layer

Network Layer LifeNet Layer

MAC Layer MAC Layer

Hardware Dependent
Components

Physical Layer Physical Layer
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5G NETWORK

LOKESHWARI.V(15MCA14)

5G (5th generation mobile networks 5th generation wirelessystem$ denotes the proposed next
major phase of mobie telecommunications standards beyond the cd@MT-Advanced
standards. 5G planning includes Internet connection speeds faster than 4@Greanhd other
improve ments.

The Next Generaton Mobie Networks Aliance defines the following requirements for 5G
networks:

1 Data rates of tens of megabits per second for tens of thousands of users
1 Gb per second simultaneously to many workers osdhae ofice floor
Several hundreds of thousands of simultaneous connections for massive wireless senspr
network

Spectral efficiency significantly enhanced compared to 4G
Coverage improved

Signaling efficiency enhanced

Latency reduced significantly compar&alLTE

= =4

=a =4 -4 -4

5th Generation Mobile Network or simply 5G is the forthcoming revolution of mobile technology.
The features and its usabiity are much beyond the expectation of a normal human being. With iis
ultra-high speed, it is potential enough to changentbaning of a cell phone usability.

Faster response

Tirme Spesed up to 10

Shitds
Features of
aG
Technology
wide range of
applications

Ubiquitous

connectivity

With a huge array of innovative features, now your smart phone would be more parallel to the laptop.
You can use broadband internet connection; other significant features that fascinate people are mgore
gaming options, wer muttimedia options, connectivity everywhere, zero latency, faster response
time, and high qualty sound and HD video can be transferred on other cel phone withou
compromising with the quality of audio and video.

Advanatages:
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High resolution andi-directional large bandwidth shaping.

Technology to gather all networks on one platform.

More effective and efficient.

Technology to faciltate subscriber supervision tools for the quick action.

Wil provide a huge broadcasting data, which wil suppasterthan 60,000 connections
Possible to provide uniform, uninterrupted, and consistent connectivity across the world.

= a8 _a_9_2

Disadvantages:

Technology is stil under process and research on its viability is going on.

Many of the old devices would not ®mpetent to 5G, hence, all of them need to be
replaced with new oné expensive deal.

Developing infrastructure needs high cost.

Security and privacy issue yet to be solved.

1
1
1
1
Future Enhancement:

5G wil enable organizations to move into new markeis lzuild new revenue streams with radically
new business models and use cases, including Internet of Things (IoT) applications.

5G is the foundation for expanding the potential of the Networked Sodiély. move to 5G will
add a new element: the induskriaaternet. We'l see new asservice business models based on
network slicing. Network slices in the context of 5G wil be lke virtual networkslemand. 5G

wil enable more secure transactions and expand the battery life délades by 10X. Al tld will
create opportunities for new use cases that
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INTERNET GROUP MANAGEMENTPROTOGCOL
MARY RESHMA.JENNIFER: JI(L5MCA15)

The Intemet Group Management Protocol (IGMP) is a communications protocol used by hosts
and adjacent routers on IPv4 networks to establish naitigpoup memberships. IGMP is part of
the Network layer.

IGMP is an integral part of IP multicastP(multicast is a method of sending Internet Protocol (IP)
datagrams to a group of interested receivers in a single transmission. It is a form -td-point
multipoint communication. IGMP is part of the Network layer.

IGMP through versions:

A Version 1, specified in [RFE1112], was the first widelgeployed version and the first
version to become an Internet Standard.

A Version 2, specified in [RFG2236], added support for ‘low leave latency”, that is, a
reduction in the time it takes for a multicast router to learn that there are no longer any
members of a particular group present on an attached network.

A Version 3adds supporor "source fitering"”, that is, the abilty for a system to report interest
in receiving packets *only* from specific source addresses, or from *all but* specific source
addresses, sent to a particular multicast address.

How IGMP works:

When a multicast transmission initiates, the software or service creates a multicast group. Th
multicast group address consists of an IP address with the first octet in the rang@322&lass

D) and is specified in the IP packet as the destinatiadread for this trafic. The host intiating the
transmission sends a message (called an IGMP Membership Report) to the 224.0.0.2 address
multicast routers) specifying the multicast group address. The switch receives this message, adds
multicast goup to its table, and adds the receiving port as a member of the group. It also forward
this report to any multicast routers. The router then adds these hosts to the multicast routing tab
Al hosts wishing to be members of the group also send joinagess The switch intercepts these
messages and adds the receiving ports as members of the group. It forwards these messages tq
multicast router, as well. All trafic sent to the multicast destination address is forwarded only to the
ports participatingin the specified group. In an effort to keep the membership information current,
the IGMP querier continues to send Membership Queries. All hosts that wish to remain in the grou
must reply to these queries. If the hosts in the group do not reply widpediiied time period, the

switch removes those ports from the group table. Once all members have left the multicast group,

the switch removes the multicast address from its table.
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0 Multicast routers use IGMP(v2) to learn which groups have members onoéabhir

attached physical networks. A multicast router keeps a list of multicast group membership$

for each attached network, and a timer for each membership. "Multicast group membershipg
means the presence of at least one member of a multicast graugiven attached network,
not a list of all of the members.

0 When a host receives a General Query, it sets delay timers for each group of which it is p

member on the interface from which it received the query.
0 When a router receives a Report, it adds tlmmgrbeing reported to the list of multicast

group memberships on the network on which it received the Report and sets the timer for the

membership to the Group Membership Interval.

0 When a host joins a multicast group, it should immediately transmit aficitedo Version
2 Membership Report for that group, in case it is the first member of that group on the
network

0 When a host leaves a multicast group, if it was the last host to reply to a Query with g
Membership Report for that group, it SHOULD send a ke&roup message to the-all
routers multicast group .

|f,\/

IGMP routing update N\, Y,

~
\
J

Version 3 of IGMP adds support for "source fitering”, that is, the abiity for a system to report
interest in receiving packets *only* from specific source addresses, or from *all but* specific source
addresses, sent to a particular multicast address. That information may be used by multicast routi
protocols to avoid delvering multicast packets from specific sources to networks where there are r
interested receivers.

Both IGMPv1 and IGMPV2 are sable for any source multicast where a station is interested in
receiving all transmissions to a multicast group, regardless of who is the sender. However, there g
applicatons where a station wants to receive only a transmission from a particular teeader
particular group. We call this multicast the souspecific multicast. The IGMPv1/IGMPv2 does
not have the capabiity to specify a particular sender. The extensions of the IGMP to support th
sourcespecific multicast led to creation of the IGMPV&tt has more complex inner working than
its predecessors, and its main difference is the support of sspecéic multicast.
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SOFTWARE DEFINED NETWORK (SDN)

MAYA.A.U (15MCAL16)

Software-Defined Networking (SDN)is an emerging architecture that is dynamic, manageable,
costeffective, and adaptable, making it ideal for the -higihhdwidth, dynamic nature of today's
applications. This architecture decouples the network control and forwarding functions enabling th
network control to become directly programmable and the underlying infrastructure to be abstracte
for applications and network services. The OpenFlow® protocol is a foundational element for
buiding SDN solutions.

The SDN architecture is:

|l

1

Directly program mable: Network control is directly programmable because it is decoupled
from forwarding functions.

Agile: Abstracting control from forwarding lets administrators dynamically adjust network
wide trafic flow to meet changing needs.

Centrally managed Netwok intelligence is (logically) centralized in softwabased SDN
controllers that maintain a global view of the network, which appears to applicatons and
polcy engines as a single, logical switch.

Programmatically configured: SDN lets network managers digare, manage, secure, and
optimize network resources very quickly via dynamic, automated SDN programs, which they
can write themselves because the programs do not depend on proprietary software.

Open standardsbased and vendoineutral: When implementedhtough open standards,
SDN simplifies network design and operation because instructions are provided by SDN
controlers instead of multiple, vendspecific devices and protocols.

APPLICATION LAYER

Business Applications

I.AF’I IAF’I AP

CONTROL LAYER

INFRASTRUCTURE

LAYER L]
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The OpenFlow Protocol

The OpenFlow protocol is the only standafiolssed SDN protocol in the world to abstract the
network control plane (where forwarding decisions are made) from the network data plane (wher
packets are forwarded), which enables you to create a single netwadd aiicy that universally
programs the entire network fabri©penFlow enables a central controller to remotely provision the
underlying data plane device forwarding tables in a common, scalable way, and elminates the
vendorspecific, proprietary natar of legacy networking equipment. Specifically, OpenFlow
enables automation through a centralized software controller that eliminates the need to program
devices and interfaces for every network service request. And, for the frst time in the history of
networking, it provides you with flexibility and choice in networking vendors withodtinghitecting
your entire network around vendspecific protocols.

4%

The Benefits of Software Defined Networking

1 Directly Programmable:Network directly programmabléecause the control functions are
decoupled from forwarding functions. Which enable the network to be programmatically
configured by proprietary or open source automation tools, inclu@pgnStacRuppetC hef.

1 Centralized ManagementNetwork intelligence is logically centralized in SDN controller
software that maintains a global view of the network, which appears to applications and
policy engines as a single, logical switch.
Reduce CapExSoftware Defined Networking potentially limits the need to purchase
purposebuit, ASIC-based networking hardware, and instead supportsapggu-grow
models

1 Reduce OpEXSDN enables algorithmic control dfe network of network elements (such
as hardware or software switches / routers that are increasingly programmable, making
easier to design, deploy, manage, and scale netwdnksabilty to automate provisioning
and orchestration optimizes servicevaibility and reliabilty by reducing overall
management time and the chance for human error.

1 Delver Agiity and Flexbility. Software Defined Networking helps organizations rapidly
deploy new applications, services, and infrastructure to quickly rheagiog business goals
and objectives.

1 Enable Innovation'SDN enables organizations to create new types of applications, services,
and business models that can offer new revenue streams and more value from the network.

~—+

INTERNET PROTOCOL ADDRESS
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NETHRAVATHI.M (15MCAL17).

An Intemet Protocol address (IP addres9 is a numericallabel assigned to each device (e.g.,
computer, printer) participating in a computer network that uses theernet protocol for
communication. Anip addressserves two principal functions: host or network interface
identification and location addressingn IP address is a unique global address for a network
interface

The IP address is a fascinating product of modmymputer technology designed to allow one

computer (or other digital device) to communicate with another via the Internet. IP addresses allo
the location of lterally bilions of digital devices that are connected to the Internet to be pinpointed
and diferentiated from other devices. In the same sense that someone needs your mailing addresg
send you a letter, a remote computer needs your IP address to communicate with your computer.

The Internet is really the interconnectioof many individualnetworks. Sdahe Internet ProtocolR)

is basically the set of rules for one network communicating with any other (or occasionally, for
broadcast messages, al other networks). Each network must know its own address on the Intern
and that of any otheretworks with which it communicates. To be part of the Internet, an
organization needs an Internet network number, which it can request from the Network Informatio
Center (NIC). This unique network number is included in any packet sent out of the netwrk o
the Internet.

Internet
Intranet Routers and Servers Intranet B
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The diagram above shows how two intranets can connect across the internet. If the computer
Intranet A with the IP address 192.168.1.2 wants to send a message to a computer in Intranet B
wil send its message through the Routennexted to Intranet A (IP=172.8.18.100). This router will
then route the message onto the internet, going from router to router untl it reaches the route
attached to Intranet B (IP=201.108.0.45). This router wil then pass the message on to the corre
machine in Intranet B

Port Address:

to

et

—

in

eI
ct




A portaddresss away to identify a specific process to which an Internet or o#tgrork message

is to be forwarded when it arrives at a server. For the Transmission Control Protocol and the Usg
Datagram Protocol, portnumber is a 14bit integer that is put in the header appended to a message
unit. There are many application running on temputer. Eaclapplicaton run with a port no
(logically) on the computer. This port no. for application is decided by the Kernel of the OS. This
port no. is called port address.

1%
=

Port numbers are associated with network addresses. For example, in T&dRdiRimg, both TCP
and UDP utlize their own set of ports that work together Vtaddress

Port numbers work lke telephone extensions. Just as a business telephone switchboard can uge a

main phonenumber and assign each employeeegension number ik x100, x101, etc.), so a
computer has a main address and a set of port numbers to handle incoming and outgoing connections.

OPEN SHORTESTPATHFIRST (OSPF)

NIKITHA J (15MCA18)
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The OSPF (Open Shortest Path First) protocols one of a family of IP Routing protocols, and is
an hnterior Gateway Protocol (IGP) for the Internet, used to distribute IP routing information
throughout a single Autonomous System (AS) in an IP network.

OSPFis alink state open standard based routing protocol.Since it is based on open standard, we ¢
usei t  wi t h anyThe ©8RF protdcd is & limktaté uting protocol, which means that
the routers exchange topology information with their nearest neighbors. The topology informatior
is flooded throughout the AS, so that every router within ABehas a complete picture of the
topology ofthe AS. This picture is then used to calculate-termhd paths through the AS, normally
using a variant of the Dikstra algorithm. Therefore, in aditkte routing protocol, the next hop
address to which dats forwarded is determined by choosing the bestemhd path to the eventual
destination. The OSPF routing protocol has largely replaced the older Routing Information Protocol
(RIP) in corporate networks.

BackgroundInformation
OSPF protocol wagleveloped due to a need in the internet community to introduce a high
functionality nomproprietary Internal Gateway Protocol (IGP) for the TCP/IP protocol family.

OSPF Areas

Areas in OSPFare collections of routers grouped togeth&he most important raa in OSPF is

the backbone area, also known as area 0. The backbone area is the area that al OSPF areas m
traverse to get to other OSPF areas.Spewaters (autonomous system boundary routers) or
backbone routers responsible to dissipate information about other AS into the current system.Dividg
an AS into areas.

Area l Area 2

Area border
router

Area border
router

E=> To other

Backbone Backbone ASs

X AS boundary]
Area 0 (backbone) ~ router router router

Autonomous system

OSPF Protocol Messages

Unlike other routing protocols, OSPF does not carry data via a transport protocol, shek/ser
Datagram ProtocqUDP) or theTransmission Control Protoc¢TCP). Instead, OSPF forms I[P
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datagrams directly, packaging them using protocol number 89 for the IP ProtocaDfgfel- defines
five different message types, for various types of communication:

1. Hello: Hello messages are used as a form of greeting, to allow a router to discover othef

adjacent routers on its local links and networks.

2. Database Description:Database Des@ption messages contain descriptions of the topology
of the autonomous system or area. They convey the contents of tistatlik database
(LSDB) for the area from one router to another.

3. Link State Request:These messages are used by one router to raqpeesied information
about a portion of the LSDB from another router.

4. Link State Update: These messages contain updated information about the state of certair]
inks on the LSDB. They are sent in response to a Link State Request message

5. Link State Acknowledgment: These messages provide reliability to the-fithte exchange
process, by explicitly acknowledging receipt of a Link State Update message.

Advantage of OSPF

9 It supports both IPv4 and IPv6 routed protocols.

It supports load balancing with agl cost routes for same destination.
Since it is based on open standards, it will run on most routers.

It provides a loop free topology using SPF algorithm.

It is a classless protocol.

It supports unlimited hop counts.

It scales enterprise size networkséy with area concept.

It supports triggr updates for fast convergence.

Disadvantage of OSPF

= -4 4 a8 8 98 9

9 It requires extra CPU process to run SPF algorithm.

i It requires more RAM to store adjacency topology.
9 It is more complex to setup and hard to troubleshoot.

Conclusion

OSPF is one of the few protocols in the IT industry you can count on being available just aboJ
anywhere you might need it. Enterprise networks that outgrow a single site wil often use OSPF t
interconnect their campuses and wide area netwMk&Ns). Iti s not to | et OSH
true that OSPF in large implementations can be complex. However, an OSPF configuratio
supporting smaller netwks can be comparatively simple.

POINT TO POINT PROTOCOL
G.PRIYADHARSHINI (15MCA19)
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What is PPP.?
The Point to Point Protocol (PPP) is a WAN protocol that transports data over point
to point inks. PPP has three components:

A Link Control Protocol (LCP) wused to estab

A Network Control P r agtaadcconfigsring( diffetelits ) f or est a
networklayer protocols

A Authentication method used to validate th
What Application Is It Suitable For.?

PPP is suitable for low error rate links such as those provided by ISDN.

PPP is simpler and more effeit than connectioariented protocols like X.25

(which supports error detection and retransmission) because it does not have

mechanisms to compensate for transmission errors. Like Frame Relay, it can detect

ink-level errors but does not support filekel retransmission. PPP&6s ¢

fewer CPU resources and bandwidth to make sure the data arrives intact. It simply
sends data through.

PPP is suitable for carrying connectionless traffic (for example, -bAds traffic

such as IP) that provides itsvio transport mechanism to recover from packet
corruption and loss. PPP is designed to handle only one physical link at at time.
Advantages of PPP

Cost

In the past few years, connections linked muliple distance networks with a WAN connection.
Nonethelessthese connections usually required specially gateway mechanisms and dedicated linki
that could possibly cost hundreds of dollars. But nowadays, businesses can link separate networ
via the internet, which has been shown to help reduce cost by reducimgetthefor specialized
software and hardware.

Better trouble shooting
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Another advantage of layer networking is that all the layers are reliant on both the lower and highe
layers to some level in respect to functionality. Therefore, one layer wil trbabkesind free itself

from problems, and further trouble shooting can easily determine which layers are having problems

Backup system

Point To Point protocol is designed like a set of boxes arranged like stairs. The layer on top used t

software and protmls of the network layer below i, so that each layers has access to the resource$

This way, when one layer has malfunctioned other layers continue with their operations since the
draw resources from the layer below them

Resiliency

Traditional WAN technologies relied only on sharing links for data communication between remote
networks, but now internet networks have the capabiity to provide a substantial level of fiexibility.
For instance, users of WAN technologies often experience severe interruptiacis, typically lead

to loss of data. On the contrary, internet Protocol automatically reroute al the broken links beforée

they are arrive at their intended destination. Point To Point protocol or layered networking for tha
matter may require extra ex@&s as they need to be corrected regularly.

Disadvantages
Low Security Standards

To start with, PPTP is said to have poorer security compared to the other protocols. Secondly, PP]
does not offer data integrity or data origin verification. This meansythatannot be sure whether

the data that is sent over this protocol is authentic or has been tampered with. This significantl
lowers the reliability of using the protocol especially if your company is dealing with very sensitive
information.

Lower Performance on Unstable Connections

The other disadvantage associated with this protocol is that it normally has performance issues wh
used on unstable networks. Generally, it can be termed as an acceptable way to connect workers
share documents. Howevet,wil not be of much help if you have a lot of private information that
you need to share.

SECURED SOCETLAYERS

RAKSHA (15MCA20)
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SSL was frst developetly Netscape in 1994 and became an internet standard in 1996 (RFC 2246
I TLS V1.0).SSL is a cryptographic protocol to secure network across a comm@ioted
layer.Any program using TCP can be modified to use SSL connection.SSL connection uses |a
dediated TCP/IP socket.SSL is fiexible in choice of which symmetric encryption, message digest
and authentication can be used.SSL provides buit in data compression.SSL includes -two sub
protocols: the SSL Record Protocol and the SSL .Handshake Protocol.Reotwrdol-- defines the
format used to transmit data.Handshake Proteaading the Record protocol toexchange messages
b/t an SSkenable server and an S®hable client

SSL Usage

9 Authenticate the server to the client

1 Alow the clent and server teelect cryptographic algorithms, or ciphers, that they both
support

1 Optionally authenticate the client to the server

Use public key encryption techniques to generate shared secret

i Establish an encrypted SSL connection

=

SSL Stack

SSL SSL Change
Handshake | Cipher Spec
Protocol Protocol

SSL Alert HTTP
Protocol

SSL Record Protocol

TCP

P

Figure 7.2 SSL Protocol Stack

SSL Record Protocol

The SSL Record Protocol provides two services for SSL connections: Confidentiality: The
Handshake Protocol defines a shared secret key that is us end for conventional encryption of S|
payloads.

UJ
—

Message Integrity: The Handshake Protocol also defines a shared secret key that is used to formp a
message authentication code (MAC

SSL Handshake protocol
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Establshment of the secure channel between the client and the server. Provides the keys and fthe
algorthm information to SSL record protocol above it.Enables clients and servers.

SSL handshake protocol divided into 4 phases:
1) Establish security capabilties.

2) Server authentication and key Exchange.

3) Client authentication and key Exchange.

4) Change @her Spec and Finish.

Advantages

1 Provides Authentication

1 Necessary for Accepting Payments
1 Guards against Phishing
Disadvantages

1. Optional (as opposed to-uilt) user authentication. This is a major security weakness.
2. 2. Requires Java or Activedownloads to facilitate access to amab enabled applications

CONGESTION CONTROL IN INTERNET
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RANJITHA(15MCA21)

When data is being sent over the Internet it is split up into tiny litte data packets. Along with the

data packets are RIP (Request for Information Packets) that the equipment sends also. T
equipment sends routing information and other telemetry.
Congestion can occur in several ways

1) local area network IP is leaked out to the wide area network. Years ago this was easier to (
becuase routers had to be manually configured with software settings. Today, most routers wil ng
let this happen. When shdoes happen you get some serious problems. Al of the wide area network
(IP) addresses on the web are unique. If by chance another piece of equipment starts broadcast
an IP address that is located somewhere else on the network the machines \géttstgrinto a

frenzy and start arguing with eachother who is who and will start arguing about routing tables. Soop
the aruments are chewing up the bandwidth of the information and the system grinds to a halt.

2) You are voting on the winner of the ndgiol or some other realty show. More people than
expected are trying to vote. The network can handle only so much trafic at a time.

3) Denial of service attack. Machines infected with a worm start sending messages to a particular

site (typically microsft) and when hundreds of thousands of machines are piing on page requests

to one site the site grinds to a halt.

A Network Congestion

CoNe
Freiburg

(Sub-)Networks have limited bandwidth

Injecting too many packets leads to
- network congestion

- network collapse ! 05 O

AT

2 Mbps DSL Link

Destination

Buffer overflow
-

~o

Source A
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Solution For Congestion In Intermet

l

=a —A

INTERNET CONTROL MESSAGE PROTOCOL(ICMP)

The Internet does have congestion occasionally, but that is not normally the problem. Th¢
problem $ normally the link to your computer or the link to the server that you are accessing.
If you have a 10 Mbps link and you have 10 people using it that means that each of you §
getting at best about .8 Mbps of bandwidth. If you are downloading from thaditbas a 100
Mbps link, but there are a thousand people using it then the best that you can hope to achie
is 80 Kbps. So the simple way is to find out when the server that you want to access is ng
very busy and do your work then.

The other possibilt is that in your area that you are on a fixed bandwidth connection to the
Internet Service Provider and that there are too many people using it at the same time. §
you may have a guaranteed bandwidth of up to 10 Mbps, but there are too many other peoq
using it at the same time so your share drops too much.

More bandwidth

faster processing nodes
less virus

ROOPA M S(15MCA22)
Introduction

ICMP (Internet Control Message Protocol) is an ereporting protocol network devices like
routers use to generate error messages to the source IP address when network problems pre
delvery of IP packets. ICMP creates and sends messages to the Ifbaddress indicating that a
gateway to the Internet that a router, service or host cannot be reached for packet delivery. Any
network device has the capabilty to send, receive or process ICMP messages.
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ICMP characteristics:

ICMP messages are used for a basic kind of error reporting between host to host, or host to gateway.

Between gateway to gateway, a protocol called Gateway to Gateway protocol (GGP) should

normally be used for error reporting. As we have already discuisedl? protocol is not designed

for perfect error handling, but ICMP messages solves some parts of these problems. The big problem

from one standpoint is that the headers of the ICMP messages are rather complicated, and differ
little bit rom message tonessage. However, this wil not be a big problem from a fitering
standpoint most of the time.

The basic form is that the message contains the standard IP header, type, code and a checksum.
ICMP messages contains these fields. The type specifies kibdabf error or reply message this

packet is, such as for example destination unreachable, echo, echo reply, or redirect message.
code field speciies more information, if necessary. If the packet is of type destination unreachablg
there are severgdossible values on this code field such as network unreachable, host unreachable
or port unreachable. The checksum is simply a checksum for the whole packet.

As you may have noticed, | mentioned the IP header explicitly for the ICMP packet. This was don
since the actual IP header is an integral part of the ICMP packet, and the ICMP protocol ives on t
same level as the IP protocol in a sense. ICMP does use the IP protocol as if it where a higher ley
protocol, but at the same time not. ICMP is angiraté part of IP, and ICMP must be impleme nted
in every IP imple mentation.
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